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Introduction




Our story so far...

O Web service security requirements:
1. Confidentiality
2. Integrity
3. Authorization

4. Authentication

5. WOn-rep wotation
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Our story so {ar...

WS—secu.rltg

SOAP

XML-Stgnature

XML- Ewcrgp’ciow

XML

HTTP

TCP/IP
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WS—-Securitg

<<WS—Security is a message level standard
ofeﬁncfing how to secure SOAP messages>.

BM.




WS—-Securitg

O BM, Microsoft § vertSign.
O n 2002, Specification for
] ln 2004, CASIS released

M n 2006, bg OASIS.




Challenges...




Challenges - 1

Priva Y

Ewcraptiow

Solutions

Integrity > Sigwnatures

Authentication Securi’cg tokewns
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Challenges - 2

Why not just use HTTPs
for transmitting SOAP
MESSAQES?




client

Challenges - 2

Intermedtia ry

Intermediary
Intermediary

THE GOAL:

support distributed message processing

THE PROBLEM:

Point to point communication

THE SOLUTION:

WS—Seour'ch

Recelver
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Challenges - 2

Message Security

Transport seouri’cg

Immature standards only partially
supported by existing tools

Widely available (SSL, TLS, HTTPS)

Securing XML is complicated

Understood by most system
administrators

Different parts of a message can be
secured in different ways.

Point 2 Point: The complete message is
in clear after each hop

Asymmetric: different security
mechanisms can be applied to request
and response

Symmetric: Request and response
messages must use same security
properties

Self-protecting messages

Transport specific
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Challenges - 3

lwteropembuitg, how dlo
wWe manage Lt?




Challenges - 3

Kerberos

WS—Securltg
extensSLONS
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WS—Securitg

] end2end secure communteation.

1 A securitgj application-based approach.
O Meet company policy.

a m’ccropcmbilitg.

O Flexibility g efficlency.




WS—-Securitg

0O exchanging security tokens as part of
message

1 ewnsure the 'Lwtcgritg anol cowﬁdew’cialita
of the contents of SOAP messages
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How does Lt worlkes?




WS—Securitg Structure

< SOAP:Envelope>

<SOAP:Header>

<wsse:Security>

Security Tokens

Signature for body and tokens

</wsse:Security>

</SOAP:Header>

<SOAP:Body>

Encrypted body
</SOAP:Body>

</SOAP:Envelope>
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:L.Securitg Tokewns

0O Security Token express the tdentity of the
source.

a seauri’cg Tokewns:
S SimpLe TokRew.
S Biwarg Tokens.

® Tokew reference.




:L.seauritg Tokewns

5. Reponse

A

S S
0 ()
S NS
’ web Service Securtty token
Client Service
E 1. Request for token E E
; : >
: : 2. Token :
< ; :
1 3. Sign & send message , :
E > E
E E 4. Validate token E
! I4 —,




<UsernameToken>

<wsse:UsernameToken>
<wsse:Username>
anUsername
</wsse:Username>
<wsse:Password Type="wsse:PasswordText"
aPassword
</wsse:Password>
</wsse:UsernameToken>
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<UsernameToken>

| <wsse:Security>
! <wsse:UsernameToken>
<wsse:Username>anUserName</wsse:Username>
<wsse:Password Type="wsse:PasswordDigest"
KEGQUEOPKPYT3EOOSELT30W4Keg
</wsse:Password>
<wsse:Nonce>5uW4ABku/m6/S5rnE+L7vg</wsse:Nonce>
<wsu:Created>
2012-24-19T00:44:027
</wsu:Created>
¢ </wsse:UsernameToken>
; </wsse:Security>
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<BinarysecurityToken>

} <wsse:Security>
{ <wsse:BinarySecurityToken
ValueType="wsse: X509v3”
EncodingType="“wsse:Base64Binary” >
aM]

| </wsse:BinarySecurityToken>
| </wsse:Security>

Ovr Wsse:Kebeosv5TGT
or wsse:Kerberosvb5ST

[YHjCIB... Or Wsse:.HeXBinary
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<SecurityTokenReference>

| <wsse:Security>
<ds:KeyInfo>
<wsse:SecurityTokenReference> .
<wsse:Reference URI="#myToken"/> ;
</wsse:SecurityTokenReference>
i </ds:KeyInfo>
| </wsse:Security>
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http://www.fabrikam123.com/tokens/Zoe#X509token
http://www.fabrikam123.com/tokens/Zoe#X509token

2.Confidentia Litg

O Confidentiality?

0 XML—Eworgptiow

0 ws-Security uses 2 elements:
S

S




<Referencelist>

«conf-Referencel.iste.xml»
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<EncryptedKey>

, «conf-EncryptedKey.xml




3.lnteg ri’cg

0O ntegrity?

O XML-Signature




<Signature>

«integ.xml»
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Error Handling

O Errors can occur Lf:

8 lnvalid or unsupported type of seouritgd tokewn,
stgning, or encryption

8 nvaltd or unauthentieated securi’cg token
8 lnvalid signature
S Decrap’ciow failure

& Referenced securi’cg’ tokewn Ls unavatlable.
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Error Handling

O 2 classes of Ervors:

S

8 Fatlures;




what are the
WS—Seouritg extensLoOnS ?




WSS Roadmap

WS-Federation iy A=~
SecureConversation Abtth DYLZ atLow
WS—PoLch WS-Priva cY WS-Trust

WS—seauritH

SOAP Foundation
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WSS Roadmap

WS-Federation iy A=~
SecureConversation Al/d:h DYLZ atiow
WS—PoLiag WS-Priva cY WS-Trust

WS—seauritH

SOAP Foundation
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WSS Roadmap

WS-Federatlon iy A=~
SecureConversation Auth DYLZ atiow
WS—PoLicg WS-Priva cY WS-Trust

WS—Seourltg

SOAP Foundation
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WSS Roadmap

wWS-Federation = WS-
SecureConversation Avtth DYLZ a’cLDVb
WS—'PoLch WS-Privac Y WS-Trust

WS—securitg

SOAP Foundation
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WSS Roadmap

WS-Federatlon iy A=~
SecureConversation Abt’ch DVLZ atiow
WS—PoLch WS-Priva Y WS-Trust

WS—seauritg

SOAP Foundation
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WSS Roadmap

WS-Federation == RS
SecureConversation Alxtth DVLZ atiow
WS—PDLL&5 WS-Priva cY WS-Trust

SOAP Foundation
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WS-Authorization

O Authorization?

1 WS-Authorization?




WS-SecureConversatlon

O problem?
& Performance

] WS-SecureConversatlon?




WS-SecureConversatlon

] How does it works?
8 Secure communteation sesston as SSL
8 Security Context Token (SCT)

O Advantages?

$ Both sides!
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WS-SecureConversatlon

O How to generate the SCT?
® A security tokew service;
8 owe of the parties;

8 Negociation process.




<SecurityContextToken>

, «SCT.xml»




what about RESTFull-
based seou.ritg ?




Opewlb




Opewlb

N Obj ectives?

S username ano passworol for mu.LtipLe
appLioatiows.
O pefinttions: Coogle  Yasioo!  AOL o
8 An LS an . SCIVICHEE ] e IEHO)
8 OpenIDd LS a mechantsm for

stngle stgwn on.
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OpeniD pro’cocoL

Lets You prove that You oww a ,

specific '

RuLlck exa mple

My OpenID: http://webserviceulb.myopenid.com/ myﬂ)penID"

|

__
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http://www.sourceforge.net
http://www.sourceforge.net
http://webserviceulb.myopenid.com
http://webserviceulb.myopenid.com

OpentD protocoL

example.com - http://example.com & \ fe discovery

openlD = http://webserviceulb.myopenid.com/ D
source[-[{°[2 6. check

information
provided by OP

1. Request for token

4. redirect to OP with
auth. request

Client Relying party (RP)

5. authenticates

6. redirect to RP with
auth. approved

3. Diffie-Hellman Key Exchange

my®penlD

Open!D Provider (OP)
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http://webserviceulb.myopenid.com
http://webserviceulb.myopenid.com
http://example.com
http://example.com

OpeniD pro’cocoL

O Advantages?

® Ownepass, many accounts
O plsadvantages?

& Phishing attack

3 Swifﬁwg




OAUTH




OAUTH - Introduction

] 2 versions

& OCAUTH 1.0 (R00E6-200F#)

flickr Google

® CAUTH 2.0 (ln developpment)

o
>

Microsoft: Google  mozilla

OOOOOOOOOO




OAUTH 1.0

O authorization grant

O credential representing
resource owner’s authorization

O client identifier

®) uwlque string represewtiwg
the registration information
provloleol bg the client

OO redirect urt

O absolute wrt which redirects
the user-agent

0 wative applioatiow

O client o mobtile

REsource
SErVver
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OAUTH 1.0

O authorization grant

O credf
resog

O client if
O vw\i;
the 4

prov}

O vedirect

O TR L /100, 7w 78 4 P4 2L A G A7 R A o

the user-agent
0 wative applicatiow

O client o mobtile

Scena rio:

 Resource
OWner

Client

REsource
SErVver
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Authorization Grant

N}

RESOUYCE ODWWEY

: : 1. Sign up :

: : >

5 - =

: 3. login E 2. Credential

: >

: : 4. request request token |

54 6. request grant access 5. request token

: 7. login + grand access for anac Service with request token :
' >
: 8. access token :
< :
: 9. requests photos + access toke;x:

; 11. Shows photos e

4 P >- 10. requested photos

12. selects photos to print

RESOUYCE SEYVEY
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Example of Request

Authentication reguest

B

 .~ GET /photos?size=original&file=vacation.jpg HTTP/1.1

: Host: photos.example.net:80

Authonzatmn OAuth realm="http://photos.example.net/photos”,
oauth_consumer_key="dpf43f3p214k3103",
oauth_token="nnch'734d00sl2jdk",
oauth_nonce="kl109940pd9333jh",
oauth_timestamp="11912342096",
oauth_signature_method="HMAC-SHA1",
oauth_version="1.0",
oauth_signature="tR3%2BTy811MeYAr%aFFidOKkMTYa%2FWM%3D" .

Al g Gl o = il TS SRR RO ZA 2 e e d ST B BTe o e B T ST

- the client would Like to access a protected resource Located at http://
photos.example.net/photos with the parameters size=original, file=vacation.jpg
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http://photos.example.net/photos
http://photos.example.net/photos
http://photos.example.net/photos
http://photos.example.net/photos
http://photos.example.net/photos
http://photos.example.net/photos

Example of Request

Message to sign

;i GET&http%3A%_F%2Fphotos.example.net%2Fphotoséefile
i ' %3Dvacation.jpg%26oauth_consumer_key
§ %3Ddpf431f3p_14k3103%_260auth_nonce%3Dkl1109940pd9333jh

HMAC secrets
client secret + tokewn secret
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OAUth 2.0

obj ectives

client developper simplicity & multiple
authorization flows

authentication
5 sig nature
erformance

better user P

e)qaerieme
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OAUth 2.0

Fnac Service
4 ) 1. Authorization request
> RESOUYCE OWWEY
<
<. Authorization grant John
-
3. Authorization grant Authorization
>
< SErvVeér
4. Access token
5. Access token
> RESOUrCE SEVVEY
<
6. Protected resource

Flickr
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FLOWS

O
O tmplicit (see Later)
O Resouwrce owner password credential

& Client access to the resource owwner credential
(username/password)

1 client credentials

& Client needs to access resources not related to a
specifie resource owner
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Authorization cooe

S

N}

Resource owwner Client Authorization server RESOUYrCE SerVer

1.Access client

*

<
. 2. Redirect URI

3. User authenticates

» | % [ auth. server can add
4. Redirect to Pedirecf; URI with Auth. Code a refresh token

5. Access to redirect URI
) 6. send Auth. Code +
Client id & secret
> <
7. Access token !

8. Access client

)' 9. Requéest photos + access token

>

»
; 11.5how photos . 10. Requested photos
- :
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Auth. Code Request/Responses

Client Request Authorization

> GET /authorize?response_type=code&client_id=s6 BhdRkqt3&state=xyz
| &redirect_uri=https%3A%_F%2Fclient%2Eexample%2Ecom%2Fcb HTTP/1.1

Host: server.example.com

Parameter Required/Optional Detatl
response_type RERUIRED must be set to code
client Ld REQRUIRED the client Ldentifier
redirect urt OPTIONAL absolute wrt
scope OPTIONAL access tokRew scope
ctate o ECOMMENDED preventing cross-site reguest

forgery
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Auth. Code Request/Responses

End-User grant Authorization

{ HTTP/1.1 302 Found
$ Location: http://example.com/rd#access_token=FJQbwq9é&expires_in=3600

End-User Dentes Authorization

} HTTP/1.1 302 Found

Location: http://example.com/rd#error=user_denied

Cclient Extracts Access Tokewn

f GET /rd HTTP/1.1

i Host: example.com
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http://example.com/rd#access_token=FJQbwq9&expires_in=3600
http://example.com/rd#access_token=FJQbwq9&expires_in=3600

Google

OAuth 2.0 Playground X

» Step 1 Select & authorize APIs

Select the APls you would like to access or input your own OAuth scopes
below. Then click the "Authorize APIs" button.

Adsense Management hitps JAwww.googleapis comauth/adsense

Google Affiliate Network — heips /www googleaps comiauthgan

Analytics hitps Mwww. googleapis com‘autivanalytics readonly

Google Books nitps /www.Qoogleapis CoMVauthvbooks

Blogger hitps //www.googleapis. comvautivbiogge

Calendar  hitps://www.googleapss comvauthVcalendar

Google Cloud Storage https //www.googleapis .com/auth/devstorage.read writ
Contacts hitps J/iwww.google.comVmdfeeds

Content API for Shopping  hitps:/iwww.googleapis com/autivsiructuredconter
Chrome Web Store hitps J/Awww.googleapis com/auth/chromewebstore.readonl
Documents List

Gmail https:imail googhe commairfeed/ator

Google+ 1tps /Awww.Qoogieapis. comvauthiplus. me

Groups Provisioning  hiips /fapps-aps google com/afeeds/groups

Google Latitude  nttps:www.googleapis . com/authiatitude al.best hitps /Mwww.g
Moderator  hitps:/iwww.googleapis com/auth/moderator

Nicknames Provisioning  hips //apps-apis.google.com/affeeds/alias

Orkut hitps Jwww.googieapis .com/auth/orkut

Dinann Wink bt fiie s el e e

Input your own scopes

» Step 2 Exchange authorization code for tokens

» Step 3 Configure request to API

7/

Deémto.

Request / Response

No request.

https://code.google.com/oauthplayground/

65


https://code.google.com/oauthplayground/
https://code.google.com/oauthplayground/

FLOWS

] Authorization code

O
O Resouwrce owner password credential

& Client access to the resource owwner credential
(username/password)

1 client credentials

& Client weeds to access resouwrce nwot related to a
specifie resource owner
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l mpLLoLt

N}

Resource oWwer Client Authorization server

1.Access app

Ll
]
¢

44
/A =
~ ~—

A

e .
+ 2. Login via auth server :
+ 3. Login

= :
, < : :
: 4. Redirect to client reflirect URI + Access token :

+ 8. Access to redirect
+  URI + Access token

<

RESOUYCE SEVVEY

,f - not support refresh token

7. Logged in i {-> for native application




lmpLicl’c Request/Responses

Client Request Authorization

1 GET /authorize?response_type=tokené&client_id=s6BhdRkqt3&state=xyz
¢ &redirect_uri=https%3A%2F%2Fclient%2Eexample%3Ecom%2Fcb HTTP/1.1
¥ Host: server.example.com

¥ I-I'I"J.‘P/ 1 1 302 Found
¢ Location: http:/ /example.com/cb#access token=2YotnFZFEjrlzCsicMWpAA

&state=xyzé&token_type=exampledexpires_in=3600

Access Ervor Respowse

HTTP/ 1.1 302 Found

Location: https://client.example.com/cb#error=access_denied&state=xyz
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http://example.com/cb#access_token=2YotnFZFEjr1zCsicMWpAA
http://example.com/cb#access_token=2YotnFZFEjr1zCsicMWpAA

AmMAZoWn
web service

Jll
]

i

ap
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AMazon S=2

0 Sz = Sumple Store Service

[ Allows to store

1 Handles /

Object
objectid

Lles

ln a remote storage (DropBox)

Bucket

bucketname

1

owner
permissions

O Address of an object:

® http://sd.amazonaws.com/bucketname/objectid



http://s3.amazonaws.com/bucketname/objectid
http://s3.amazonaws.com/bucketname/objectid

='i' ;i o - " » GO A P PSRN o IR

USER authentication

Request

B ARG St o

feET /photos/puppy Jpg I-ITTP/ 11 :
I-Iost° johnsmith.s3.amazonaws.com ’,‘+
‘ Date. 'I'ue, 27 Mar zoov 19:36:42 +0000

- BNt &% ~ ‘:<.-—_, NP : a YT RSO SO = 3 = ) R SRR O D N =

AWSAoce Key ld

Sig nature

| S1gnature Base64( HMAC-SHA1( UTF-8-Encoding-0f( YourSecretAccessKeyID, StringToSign ) ) );
~~} StringToSign'= HTTP-Verb + "\n" +
“Content-MDS + "\n" +
Content-Type + "\n" +
., Date + "\n" +
7 CanonicalizedAmzHeaders +
£ CanonicalizedResource;

! GET\n ;
n. ¥ \n $

- ¥§ Tue, 27 Mar 2007 19:36:42 +0000\n
§ /johnsmith/photos/puppy.jpg




Merci
Dank u
thank you
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Questions !




