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Introduction

The General Data Protection Regulation (GDPR) defines anonymous data as
information that does not identify individuals.

Data anonymization techniques aim to protect privacy by removing direct
identifiers and minimizing the risk of re-identification.

Balancing data utility and privacy is a critical challenge when anonymizing extensive
datasets collected from individuals.

Various techniques, such as adding noise, swapping values, and releasing
aggregated data, are used for statistical disclosure limitation (SDL) and protecting
confidentiality.

Algorithms like K-Anonymity, a-deassociation, L-Diversity, and T-closeness, as well
as graph and stream techniques, offer approaches to address data utility and
privacy concerns.

Methods

Scientific goal

Compare techniques to strike a balance between ensuring privacy and maintaining data utility in the
context of anonymization.

Methodology

Review and analyse different anonymization techniques: Conduct an extensive literature review to
identify and evaluate various anonymization techniques employed in different domains. Explore
techniques such as generalization, suppression, noise addition, and k-anonymity, among others.

Comparative analysis: Compare the performance of different techniques based on their ability to
strike a balance between privacy and data utility. Assess the trade-offs between privacy protection
and the usability of the anonymized data, considering factors such as the structure veracity and
instance veracity.
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Figure A:Types of techniques and their implications in privacy and data utility.
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Conclusion

1.Finding a single anonymization technique that suits all use cases and data analysis

Figure B: Privacy risks mitigation and utility implications.

purposes is challenging, as different techniques serve different needs.

2.Care must be taken when implement different anonymization techniques
independently over a same dataset to avoid the risk of identification if all versions
are brought together.

3.While various anonymization techniques exist, some have limitations and are still in
early stages of development, particularly for non-relational, streaming, and dynamic

data.

4.Continued research and development are necessary to adapt anonymization
techniques to effectively handle the evolving nature of data, ensuring privacy
protection and data utility in different processing scenarios.
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